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TO CATCH A KILLER COUSIN: INVESTIGATIVE
GENETIC GENEALOGY AS A CRITICAL EXTENSION OF
FAMILIAL SEARCHING IN SERIOUS CRIME CONVICTIONS
IN AUSTRALIA

CALLUM VITTALI-SMITH*

The ways in which DNA can be used to identify unknown offenders
in criminal investigations is constantly evolving. This article takes a
developmental approach, exploring the use of DNA profiling, familial
searching, and investigative genetic genealogy (‘IGG’), and considers
whether Australia could, and should, expand its application of DNA
analysis to identify offenders. Part Il examines DNA profiling and
familial searching which is now the status quo in Australia. However,
it is then argued that familial searching is flawed, presenting unique
issues of privacy and consent, and producing substantial biases. Part
1l then posits IGG as an emerging solution to the limitations of familial
searching. Its development in the United States is explored, before
explaining how the limitations of familial searching can be directly
redressed by IGG. The article concludes by calling for IGG to be
implemented in Australia, and offering some initial recommendations
on how this might best be achieved.

‘DNA neither cares nor knows. DNA just is. And we dance to its music.”'

I INTRODUCTION

Onthe evening of 2 February 1978, young newlyweds Brian and Katie Maggiore
took their poodle Thumper on their daily walk around the quiet, tree-lined streets
of Rancho Cordova in Northern California.” Without warning, a gunman wearing a
ski mask approached them, and chased the couple as they desperately fled, running
through gardens in an attempt to escape.’ The assailant was fast and fit, and within
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minutes Brian and Katie were gunned down execution-style next to a pool in a leafy
backyard.* The killer fled into the night. Over time, it became clear to police that
the Maggiores were victims of the Golden State Killer, who terrorised California
with a spree of rapes and murders in the 1970s and 1980s.’

Despite the best efforts of investigators, the killer remained unidentified for
decades. Then, a third cousin he had never met purchased a consumer DNA test
to explore his family history.® This enabled investigators to apply the cutting-edge
process of investigative genetic genealogy (‘IGG’), which led to the 2018 arrest,’
and eventual guilty plea,® of retired police officer Joseph DeAngelo. But this exciting
new technology is not being used in Australia. Should it be? Could it be? What
are we using now? To answer these questions, this article takes a developmental
approach, exploring the evolution of DNA-based offender identification, applying
a mix of international case analysis, Australian legislative analysis, and social
science literature.

Part II examines the discovery and development of familial searching. It then
demonstrates that not only is familial searching clearly permissible under the
Australian statutory framework, but that it has now been applied in several cases.
However, it will be made clear that familial searching has substantial limitations,
including privacy and consent issues and the exacerbation of biases in the criminal
justice system. If familial searching is so flawed, then what should Australia use
instead?

Part III offers a novel and cutting-edge solution, positing IGG as a means
of directly redressing the key limitations of familial searching. It explores the
development and application of IGG in the United States, and explains how it
responds to key privacy and consent issues of familial searching, and how it could
go some way to redress the biases inherent in familial searching. This article
concludes by arguing that, on the basis of existing legislation and police practices,
IGG could be applied in Australia with ease, and should be the next step forward.
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IT FAMILIAL SEARCHING

A The Science and How It Works

1 DNA Profiling

The power of DNA as an identification tool lies in the hypervariable
minisatellite regions’ of each individual’s DNA. In 1985, geneticist Sir Alec
Jeffreys discovered that performing a short tandem repeat (‘STR’) analysis of the
core sequence of minisatellites can provide what he termed ‘an individual-specific
DNA “fingerprint” of general use in human genetic analysis’." In other words,
each individual has a unique pattern of minisatellites in their DNA, and an STR
analysis — which is a fairly straightforward method of genetic comparison — can
therefore identify whether two DNA samples belong to the same person."

The immediate appeal of Sir Alec’s discovery to law enforcement is easily
understood: where investigators possess a crime scene DNA sample (for example,
semen left on the clothing of a sexual assault victim,"” or hair found under a homicide
victim’s fingernail),” they are able to use STR analysis to determine whether a
suspect’s DNA matches the crime scene sample. This technique, which became
known as DNA profiling, was first implemented by law enforcement investigating
the rape and murder of two teenage girls in neighbouring Leicestershire villages
in the mid-1980s." An intellectually disabled 17-year-old had confessed to one of
the offences,"” however when Sir Alec and his team conducted an STR analysis,
the young man’s minisatellites did not match the crime scene sample: despite his
confession, he was not the killer."

Capitalising on the new technology available, the investigators then arranged
for a dragnet DNA search — calling for all local men to voluntarily provide DNA
samples for STR analysis.” Although initially resulting in no matches, in an
unusual twist, a male whose DNA did not match the crime scene sample confessed
to having produced an identity document belonging to a friend, Colin Pitchfork,
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Britannica, Encyclopaedia Britannica (online at 18 November 2022) Medicine, ‘DNA Fingerprinting’.
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when providing his blood sample.” This had appeared to exonerate Pitchfork.
However, following his friend’s confession, Pitchfork was arrested under suspicion
of the offences, and an STR analysis showed his DNA was a direct match with
the crime scene sample.” Pitchfork was convicted of two counts of murder and,
after being released from prison in 2021, was recalled after approaching young
women, and remains incarcerated.” Despite Pitchfork’s attempt to circumvent the
investigation, DNA profiling not only led to his conviction, but also prevented the
grave injustice that could have resulted had the intellectually disabled 17-year-
old’s confession been taken at face value.

Following its highly successful implementation in R v Pitchfork (‘ Pitchfork’),”
DNA profiling has become one of the most fundamental and widely used forms of
DNA evidence in criminal investigations. To facilitate its use, almost all developed
law enforcement systems have established substantial DNA databases, which
variably contain DNA samples of offenders, arrestees, and volunteers.” As of
October 2021, the United States’ (‘US’) National DNA Index System (‘NDIS”)
contained 19,350,445 offender and arrestee profiles representing approximately
4% of the population.” The United Kingdom’s (‘UK’) National DNA Database
(‘NDNAD?) has collected DNA samples from all offenders convicted of felonies,
as well as many arrestees (who did not necessarily go on to be convicted) since
1995.* As of September 2022, the NDNAD contains over 5,853,817 samples:
80% belonging to males.” As a result, it can be estimated that approximately
8% of British males are contained within the law enforcement DNA database.”
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This means that if any of these men committed an offence, and left their genetic
information at the crime scene, routine DNA profiling would result in a direct
match and an immediate identification.

That about 1 in 12 British males are under effectively constant genetic
surveillance is a sobering reality — and Australia is not far behind. As of 2019,
Australia’s national law enforcement DNA database, the National Criminal
Investigation DNA Database (‘NCIDD’), holds over 1,324,575 DNA profiles.”
Between 2010 and 2016, the growth rate of samples was a remarkable 66.9%.*
The NCIDD was established in 2001,” and is now administered by the Australian
Criminal Intelligence Commission.” It is now used by law enforcement agencies in
all states and territories both to upload DNA samples and to conduct DNA profiling
searches. In the 2019-20 financial year, 111,393 searches attempting to match
crime scene samples to existing offender or arrestee samples were performed.”

It should also be noted that in the field of genetic comparison, a non-match
between two DNA samples, known as an ‘exclusion’, is generally considered to
be conclusive evidence that they do not belong to the same person; whilst a full
match between samples, known as an ‘inclusion’, is considered to provide highly
suggestive, though not conclusive, evidence that the samples belong to the same
person.”” This is due to the recognition that although rare, false matches can occur;
for example, due to an adventitious match, or sample contamination at the crime
scene or in the laboratory.”

Importantly, DNA profiling only requires access to the regions of DNA
believed to be non-coding,”* which provide sufficient information to lead to
identification, whilst not revealing additional personal information about the
sample provider.” This is in stark contrast to alternative forms of DNA analysis,
such as DNA phenotyping, which uses the coding regions of the sample provider’s
genome and can therefore reveal personal details including their ethnicity, aspects
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Report 2019-20 (Report, 16 September 2020) 60 (‘Annual Report 2019-20’).
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of their appearance such as hair and eye colour, and certain health issues, including
psychological disorders.” DNA profiling is therefore significantly less intrusive
than alternative forms of investigative DNA analysis: it provides investigators with
either an inclusion or exclusion as to the suspect’s identity, but does not and cannot
reveal anything else.

2 Familial Searching

Despite its efficacy, the use of DNA profiling to identify unknown offenders
has one inherent limitation: the unknown offender must a/ready be included in the
law enforcement DNA database. If the unknown offender is a first-time offender,
or committed their last offence prior to the development of the law enforcement
database, or has simply evaded apprehension for previous offences (or has, for
some reason, been removed from the DNA database), DNA profiling will come
back negative, as there will be no direct match to the crime scene sample.

However, when a DNA profiling search produces no direct matches, the search
stringency can be amended, thus producing a list of any partial matches to the
crime scene sample.” These partial matches do not precisely match the crime scene
sample — and therefore cannot be the unidentified offender — however, they do
share substantial amounts of DNA with the crime scene sample, and therefore are
likely to be related to the unidentified offender.”® Partial matches can be discovered
inadvertently, such as when a traditional database search does not produce a direct
match, but instead produces a very close match indicative of a familial relationship.”

Given the power of partial matches to significantly broaden the scope of
law enforcement DNA databases, investigators began deliberately searching
for partial matches — a technique which became known as familial searching.”
When analysing the crime scene sample, investigators are able to perform lower
stringency searches of the database, thus producing a list of partial matches. It is
claimed that a ‘reasonably tailored search’ is generally likely to produce between 1
and 25 partial matches.” Many of these partial matches will not actually be related
to the unidentified offender, as completely unrelated individuals may still have
allele cells at specific loci in common. It is estimated that the DNA of two random,
unrelated British individuals would match on average 6 or 7 of the 20 alleles* used
in NDNAD searches.”
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Britannica (online at 18 November 2022) Genetics & Evolution, ‘Allele’.

43 Greely et al (n24) 251.



470 UNSW Law Journal Volume 46(2)

However, particularly close matches — those who share a minimum of
approximately 13 alleles with the crime scene sample — are almost certainly related
to the unidentified offender.* In fact, they are almost certainly an immediate
relative: familial searching can identify a potential parent or child of the offender,
or a potential sibling of the offender (who shares on average approximately 16.7
alleles).” Indeed, it is approximated that where a database sample matches at 13
or more alleles with the crime scene sample, there is only a 3% chance that the
database sample is not related to the unidentified offender.* Where the database
sample shares 13 or more alleles with the crime scene sample, and there is at
least one match at each of those sites of shared DNA, then the chance the two
samples are unrelated to each other is reduced to just 1 in 2000." It is estimated
that if a relative of the unidentified offender is indeed already in the database, and
a familial search is conducted with appropriate stringency, there is an 80% chance
that the relative will appear as a partial match.* It is clear that when combined with
traditional policing and investigative work — which may very efficiently rule out
certain relatives on the basis of age, gender, location, and opportunity® — familial
searching may prove particularly useful in identifying unknown offenders.

B Pioneering Use in the United Kingdom and New Zealand

Much like DNA profiling, the UK pioneered the use of familial searching. It
was first applied in 2002, in a cold case investigation into a series of rapes and
murders committed in Port Talbot, Wales in the 1970s. Previous traditional law
enforcement investigations had resulted in a shortlist of 500 potential suspects.”
Almost 30 years later, a familial search was conducted, comparing the crime
scene sample to the NDNAD. The results showed a very close partial match with
a man named Paul Kappen, whose DNA was in the NDNAD due to previous
convictions for motor vehicle theft.” The shared alleles between Kappen and the
crime scene sample suggested the killer was an immediate relative.” Investigators
soon realised that Kappen’s deceased father, Joseph Kappen, was one of the
500 shortlisted suspects.” The strong familial match provided probable cause to
exhume Joseph Kappen’s remains and perform a further DNA test, which resulted

44 Murphy (n 37) 295.

45  Greely et al (n 24) 253.

46 Ibid 252.
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48  Frederick R Bieber, Charles H Brenner and David Lazer, ‘Finding Criminals through DNA of Their
Relatives’ (2006) 312(5778) Science 1315, 1316 <https://doi.org/10.1126/science.1122655>.
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Investigations’ (2019) 299(1) Forensic Science International 103, 108 <https://doi.org/10.1016/].
forsciint.2019.03.039>.
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Medicine and Ethics 545, 554 <https://doi.org/10.1111/j.1748-720X.2005.tb00517.x>.
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in a direct match and confirmed Joseph Kappen was the Port Talbot rapist.”* The
Kappen case demonstrates the effective combination of traditional investigative
methods — developing the suspect shortlist at the time of the offences — with
modern technology, and illustrates the power of familial searching to resolve even
decades-old cold cases.

It was in 2004 that familial searching secured its first conviction in an active
criminal investigation, thus cementing its use by law enforcement in the UK and
paving the way for a similar application in other jurisdictions. A driver in Surrey
was killed when a brick was thrown from an overpass and crashed through his
windscreen, striking his chest.” The brick contained not only the driver’s blood,
but also blood presumably from the unidentified offender, who had broken the
window of a nearby vehicle shortly before the attack™ — thus providing a perfect
crime scene sample. This sample was then uploaded to the NDNAD, but no
direct match was found.” A familial search, however, produced a series of partial
matches: the closest shared 16 alleles with the crime scene sample.”® As noted
above, siblings share 16.7 alleles on average. When investigators discovered that
the partial match had a brother, 20-year-old local Craig Harman was arrested and
further DNA testing revealed he was a direct match to the crime scene sample.”
Harman was convicted of manslaughter and sentenced to six years imprisonment.*

Following the success of the Kappen and Harman cases, familial searching
became a fundamental mode of identification in serious crime investigations
in the UK. Within its first decade of use, familial searching had been applied
in around 210 cases and successfully led to the identification of 41 previously
unknown offenders.” However, despite its prominent use, there is no legislation
governing familial searching: it remains governed by confidential internal
department policies.” Prior to undertaking a familial search of the NDNAD,
investigators must receive approval from the Forensic Information National DNA
Strategy Board.”” Approval is only given in investigations into ‘the most serious
of crimes’.* However, interestingly, this threshold does not appear to be grounded
in a determination of principle to limit the use of such an intrusive process to

54 Ibid.

55 Marc Smith and Gregor Frank Urbas, ‘Regulating New Forms of Forensic DNA Profiling under
Australian Legislation: Familial Matching and DNA Phenotyping’ (2012) 44(1) Australian Journal of
Forensic Sciences 63, 67 <https://doi.org/10.1080/00450618.2011.581250>.

56  Smith and Mann (n 33) 6.

57  Ibid.
58  Greely et al (n 24) 251.
59  Ibid.

60  Paul Cheston and Rebecca Mowling, ‘Six Years for Lorry Driver’s Killing’, Evening Standard (online, 18
April 2004) <https://www.standard.co.uk/news/six-years-for-lorry-drivers-killing-6939990.htm1>.

61  CN Maguire et al, ‘Familial Searching: A Specialist Forensic DNA Profiling Service Utilising the
National DNA Database to Identify Unknown Offenders via Their Relatives’ (2014) 8(1) Forensic
Science International: Genetics 1, 5 <https://doi.org/10.1016/j.fsigen.2013.07.004>.

62  New Zealand Law Commission, The Use of DNA in Criminal Investigations (Issues Paper No 43,
December 2018) 290 (‘DNA in Criminal Investigations’).

63  Home Office (UK), National DNA Database Strategy Board Annual Report 2017/18 (Report, February
2019) 52.

64 Ibid 9.
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assisting in the investigation of only the worst offences. Instead, the Board claims
that this threshold is for practical reasons only, due to limited resources and the
cost and staffing required to undertake familial searches.” If and when familial
searching becomes more automated and requires the use of less resources, a more
considered determination of this threshold may be required by the Board.

The legality of familial searching was considered in the New Zealand case
R v Reekers (‘Reekers’).”® A young woman was raped and murdered in Auckland
in 2001. A semen stain provided a viable crime scene DNA sample, which was
then uploaded to the National DNA Databank (‘NDD’).”” Although there was no
direct match, a later familial search revealed a partial match which shared DNA
with the crime scene sample at a rate expected of siblings.” The partial match
belonged to Anneke Bishop, who had been convicted of a minor driving offence
in 2002 and had at the time of her arrest agreed to provide a DNA sample, which
was then added to the NDD.” Bishop had a brother, Joseph Reekers; and whilst
Reekers had previously been convicted of sexual assault,” his offences predated
the establishment of the NDD. It was therefore familial searching which led to
Reekers’ arrest, and when his DNA was compared to the crime scene sample, it
was a direct match.”

At this stage, Reekers opposed an application by police to obtain a further
DNA profile for use at trial, claiming that the police were not permitted to
undertake familial searching.” Reekers argued that the Criminal Investigations
(Bodily Samples) Act 1995 (NZ) (‘CI(BS) Act’) permitted the use of a DNA profile
to determine whether or not two samples belonged to the same person, but not to
identify any partial matches that may be related to one of the samples.” Woodhouse
Jrejected this argument, instead giving the C/(BS) Act a more liberal interpretation.
In particular, Woodhouse J referred to section 27(1)(a) of the CI(BS) Act, which
states that police may have access to, and may disclose, any genetic information
stored on the NDD ‘for the purpose of forensic comparison’.” Forensic comparison
itself is separately defined as being a comparison performed for ‘the purpose of
confirming or disproving the involvement of any person in the commission of an
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offence’.
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Woodhouse J concluded that due to this wide language, the C/(BS) Act facilitates
the use of genetic information stored on the NDD not only in relation to the crime
scene sample and any direct matches as Reekers argued, but in relation to ‘any
person’.” There is no statutory restriction that DNA stored on the NDD can only be
used to determine whether it is a direct match to a crime scene sample: the use of the
sister’s DNA fell within the definition of lawful ‘forensic comparison’.” Therefore,
whilst the CI(BS) Act makes no express mention of familial searching, and was
indeed drafted long before familial searching became a recognised technique, it
does accommodate familial searching.” The decision in Reekers exemplifies the
preparation of common law courts to recognise the legality of familial searching
even without express statutory provision. Indeed, it may be seen as having laid a
foundation for Australian courts to take a similar approach.

C Legality of Familial Searching in Australia

Australia lagged about 15 years behind the UK and at least 10 years behind New
Zealand and some US jurisdictions in its adoption and use of familial searching.
As with the UK and New Zealand, Australia has no legislation which permits or
prohibits — or even expressly references — familial searching. In 2012, five years
before familial searching first led to an Australian criminal conviction, Marc Smith
and Gregor Frank Urbas analysed the Australian statutory framework to determine
whether familial searching was likely to be permitted.” Most prescient is section
23YDAF of the Crimes Act 1914 (Cth), which governs the permissible matching of
DNA profiles using the NCIDD. This section provides a table, listing the different
types of possible DNA samples (crime scene, suspects, volunteers, serious offenders,
missing persons, and unknown deceased persons), and determines which category of
samples each are permitted to be genetically compared to.*

Following the Crimes Legislation Enhancement Act 2003 (Cth)* and the
Crimes Act Amendment (Forensic Procedures) Act (No 1) 2006 (Cth),* the table
in section 23YDAF does not expressly prohibit any sample combination for DNA
matching purposes. In fact, DNA comparison between all categories of samples
is expressly permitted, with the exception of DNA samples provided by ‘limited
purpose’ volunteers, in which DNA matching is permitted only if it falls within
those limited purposes. It is clear that an application of the permissible matching
table expressly permits familial searching: this would generally involve a ‘crime
scene’ sample (row 1) being compared to a ‘serious offenders’ sample (column 6)
which is expressly permitted.
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Profile Is Matching Permitted?
to Be
Matched
Column1 Column2: | Column3: | Column4: | Column5: | Column6: | Column7: | Column 8:
Crime Suspects | Volunteers | Volunteers | Serious Missing Unknown
Scene (limited (unlimited | offenders | persons deceased
purposes) | purposes) persons
1. Crime Yes Yes Only if Yes Yes Yes Yes
Scene within
purpose
2. Suspects | Yes Yes Only if Yes Yes Yes Yes
within
purpose
3. Only if Only if Only if Only if Only if Only if Only if
Volunteers | within within within within within within within
(limited purpose purpose purpose purpose purpose purpose purpose
purposes)
4, Yes Yes Only if Yes Yes Yes Yes
Volunteers within
(unlimited purpose
purposes)
5. Serious | Yes Yes Only if Yes Yes Yes Yes
offenders within
purpose
6. Missing | Yes Yes Only if Yes Yes Yes Yes
persons within
purpose
7. Yes Yes Only if Yes Yes Yes Yes
Unknown within
deceased purpose
persons

Figure 1: Permissible Matching Table in Section 23YDAF of the Crimes Act 1914 (Cth)

Complications could arise if the NCIDD sample — the partial match — belonged
to an individual who had not committed a ‘serious offence’, which is defined
in section 3C as being one that is punishable by imprisonment for two years or
more.” However in those cases, it is possible that a combination of a ‘crime scene’
sample (row 1) and either ‘volunteer (limited purposes)’ (column 4) or ‘volunteer
(unlimited purposes)’ (column 5) could apply. A forensic ‘volunteer’ is defined
very broadly in section 23XWQ as a person ‘who volunteers to a constable to

83 Crimes Act (n 80) s 3C(1) (definition of ‘serious offence’).
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undergo a forensic procedure’.* This generous definition is likely to capture many
arrestees and offenders who agree or consent to provide a DNA sample to the
arresting officer (such as Anneke Bishop in Reekers) and are thus ‘volunteers’.
These ‘volunteers” would then need to be categorised as having provided their
DNA sample either for unlimited purposes, or only for a limited purpose. If the
former, familial searching is permitted. If the latter, a familial search will not
be permitted unless the limited purpose for which the ‘volunteer’ provided their
sample was, or included, familial searching.

Ultimately, the section 23 YDAF table does not expressly prohibit any form of
DNA matching, and it is likely that in the vast majority of cases familial searching
is permitted.” It should also be noted that equivalent permissible matching tables
appear in state legislation in New South Wales (‘NSW?),* Victoria,*” Tasmania,*
Western Australia,” and the Australian Capital Territory.” Whilst these tables
are generally more restrictive than the Commonwealth table, all allow matching
between crime scene samples and serious offender samples, thus providing a
foundation for familial searching. Whilst the Australian Law Reform Commission
(‘ALRC’) has noted the inconsistent statutory treatment of permissive DNA
matching between jurisdictions,” it is sufficient for the purposes of this article to
note that familial searching is not prohibited in any Australian jurisdiction.

With the respective statutory frameworks implicitly permitting familial
searching in both countries, the Australia New Zealand Policing Advisory Agency
(‘“ANZPAA’) has developed a clear policy guideline for its use.” The ability to
conduct familial searches pursuant to the policy guideline is consistently described
as being ‘subject to legislation’.” It is therefore likely that this guideline will
continue to apply until familial searching is expressly considered in the relevant
statutory framework. The distinction is drawn between intra-jurisdictional and
inter-jurisdictional searches. Intra-jurisdictional searches involve comparing the
crime scene sample to the samples held on the law enforcement DNA database of
a single state or territory.” Intra-jurisdictional searches require approval from the
relevant state or territory DNA testing body, and approval is generally only granted
to assist investigations into ‘serious unsolved crimes’.” Inter-jurisdictional searches
involve comparing the crime scene sample with all other samples in the NCIDD.*
There is a National Policy governing inter-jurisdictional familial searches, but like
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the UK” and New Zealand,” this policy is not publicly available.” What is known is
that searches are subject to strict case criteria and strict approval criteria.'” Known
limitations include the offence being amongst ‘the most serious crimes’, and that
‘all lines of other investigative work have been exhausted’.'" These restrictions
also mirror what is known about the UK and New Zealand policies.

The publicly available ANZPAA policy guideline also clearly outlines the steps
to be involved in any familial search conducted in Australia and New Zealand.
Once approval is granted by the relevant body, the search is performed, and a list
of DNA samples belonging to potential biological relatives of the crime scene
sample is developed.'” There are then two potential approaches for ranking this
list. The first is a statistical threshold approach, under which ‘appropriate experts’
recommend a certain amount of shared DNA to be used as a threshold, and only
partial matches with at least that amount will appear on the list.'” The second is
a top candidates approach, under which ‘appropriate experts’ suggest a certain
number of samples to be included on the list — for example, 20 — and therefore the
list will include only the 20 highest partial matches."™ The final candidate list is
then provided to investigators.

This alone does not provide the investigators with the identity of the hitherto
unknown offenders. It simply provides a list of potential biological relatives and, if
the partial match is high enough, the likely biological relationship to the offender.
It is then up to the police to investigate the partial matches and their families, in
order to identify the unknown offender. If this leads to a tentative identification of
the offender, their DNA profile must then be compared to the crime scene sample to
see if it is a direct match.'” Returning to the section 23YDAF permissible matching
table (Figure 1), this search is permitted, as it compares a ‘suspects’ sample (row 2)
to a ‘crime scene’ sample (column 2). Overall, the ANZPAA guidelines indicate that
although familial searching is not legislated for in Australia, it is comprehensively
regulated.

D Use of Familial Searching in Australia

Familial searching has now led to at least two convictions in Australia.
Although neither were published and one remains suppressed, it appears both have
complied with the ANZPAA policy guidelines, and that both generally reflect the
above analysis of the existing statutory framework.

97 DNA in Criminal Investigations (n 62) 290.

98  Ibid 281.

99  Ibid 291.

100  Grace Tobin and Chris Gillett, ‘The Controversial Forensic Test Catching Killers and Rapists through
Relatives’ DNA’, ABC News (online, 14 June 2020) <https://www.abc.net.au/news/2020-06-15/forensic-
test-catching-killers-and-rapists-through-familys-dna/12349898>.

101 Ibid.

102 Australia New Zealand Policing Advisory Agency (n 67).

103 Ibid.

104  Ibid.

105 DNA in Criminal Investigations (n 62) 282.



2023 To Catch a Killer Cousin 477

The second and to date only non-suppressed Australian conviction on the basis
of familial searching occurred in R v Matthew Ross White (‘White’),' heard in the
Supreme Court of Queensland. The body of a 42-year-old woman was found in a
river in Far North Queensland in 2017.'” She had been murdered. A viable crime
scene DNA sample was located on twine discarded alongside her body.'” A search
of the law enforcement DNA database did not produce any direct matches.'” The
circumstances of this case allowed police to invoke the unusual method of a dragnet
DNA search: just as this technique proved useful in the small Leicestershire villages
in Pitchfork, it was appropriate here in the remote Queensland community of
Cooktown. One obvious benefit of a dragnet DNA search is that it circumvents the
approval process for familial searching as described in the ANZPAA. Investigators
appealed for locals to volunteer their DNA for the purposes of familial searching.
Two hundred locals volunteered and provided their DNA."°

Returning to the section 23YDAF permissible matching table (Figure 1), this
dragnet search is clearly permissible, comparing a ‘crime scene’ sample (row 1)
with a “volunteers (limited purpose)’ sample (column 4), as the volunteers expressly
provided their DNA sample to police for the limited purpose of performing a
familial search. Therefore, the familial search is clearly permitted as it is ‘within
purpose’. Amanda White, one of the locals who volunteered her DNA, proved to be
a very strong partial match with the crime scene sample: that of parent and child."
Her son, 27-year-old Matthew White, confessed to the murder'” and was sentenced
to life imprisonment.'” Like in instances of sexual assault, DNA evidence can have
substantial effects on the criminal justice process in homicide trials: cases invoking
DNA evidence are over 14 times more likely to reach court,'* and juries are over
23 times more likely to convict a defendant where the prosecution elicits DNA
evidence.'” In cases such as White, where small remote communities are engulfed
by shock and fear following a local homicide which would otherwise likely be
unsolvable, familial searching can provide safety and closure.
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E Limitations of Familial Searching

Despite the putative success stories of White and the further suppressed
Australian case, the recent embrace of familial searching in Australia should
not be celebrated. The use of familial searching as the exclusive tool of DNA
analysis for identification in criminal investigations is productive of serious
injustices. These injustices can be broadly categorised into privacy and consent
issues; the criminalisation of families; and the exacerbation of existing issues of
overrepresentation in the criminal justice system, which in Australia is highly
racialised.

1 Privacy and Consent Issues

Any application of DNA comparison to determine offender identity raises some
degree of concern about privacy."® Even DNA profiling relies on the development
and maintenance of law enforcement DNA databases, meaning law enforcement
departments hold the personal genomic data of arrestees and convicted offenders.
Some immediate privacy concerns — such as the potential use of DNA to determine
health outcomes and be misused by government departments or the private sector
(for example, insurance companies using DNA profiles to determine genetic
predisposition to diseases and restricting coverage on that basis)"’” — are arguably
placated by the storage and use by law enforcement of only non-coding regions
of DNA. As explained above, these regions can assist in identification but do not
reveal personal attributes or physical characteristics.

However, a particular privacy concern raised by familial searching is that it
makes partial matches — those arrestees or offenders already on the NCIDD who
then partially match a crime scene sample — into what Sonia M Suter has termed
‘genetic informant[s]’."® The unknown offender could not be identified but for
the presence of the partial matches on the NCIDD. These partial matches may
therefore be subject to significant emotional and psychological distress, feelings of
guilt, and substantially damaged relationships with the newly identified offender."”
Whilst concerns about the creation of genetic informants have been raised in the
literature,' often overlooked are their actual lived experiences. One example is
Anneke Bishop in Reekers — she has described her brother as blaming her for
giving her DNA sample to police upon her arrest for dangerous driving many years
ago, and believing his identification and conviction for murder was ‘[her] fault’."””
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Ms Bishop suffered a panic attack and significant mental distress following her
realisation that it was her DNA sample that led to her brother’s arrest. Ms Bishop’s
experience is likely to be replicated in many instances of familial searching, the
emotional distress compounded by the fact that it is effective only in cases of
immediate biological relatives: parents, children and siblings.

Indeed, this biological limitation of familial searching produces issues of
its own: although the concept of ‘family’ is generally considered to be a social
construct,”” familial searching is entirely restricted to base biological constructs
of ‘family’. As it relies on partial matches suggestive of immediate biological
relationships, there is no space within familial searching for even common non-
biological relationships, such as adoption, step-parenting, and non-paternity events
(where someone believed to be a child’s father is not the biological father).”
Familial searching can therefore reveal genetic information previously unknown to
those involved: it may, for example, produce a partial match indicative of “parent-
child’ to a putatively childless man, and thus reveal the existence of a hitherto
unknown biological child.”” These discoveries can have significant psychological
effects on the individuals involved, and it is clear that a familial search led by
criminal investigators is a particularly unfavourable context in which to make such
a discovery.

Given these significant concerns, it might be expected that there are stringent
requirements of informed consent before familial searching can be conducted. The
matters which a suspect must be informed of before giving consent to undergo
a forensic procedure (such as providing a DNA sample) are covered by section
23WI of the Crimes Act 1914 (Cth). These include the purpose for which the
forensic procedure is required,” and how it will be carried out.”” However, as
familial searching is not expressly referenced in the legislation, there is no
particular requirement that an arrestee or offender be told that a DNA sample
provided by them may later become relevant as a partial match in a familial search.
Indeed, as the NCIDD was established in 2001 and familial searching was not
used in Australia until 2017, the vast majority of the 1,324,575 individuals whose
DNA is stored on the database simply could not have been informed about the
potential application of familial searching to their DNA sample when providing
their sample. Illustrating this again with the New Zealand example of Reekers, at
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the time Ms Bishop agreed to provide her DNA sample to police upon her arrest
in 2002, familial searching had not publicly been used anywhere in the world.
She may have consented to her DNA sample being added to the law enforcement
database, but she could not have foreseen the use of familial searching to connect
her brother with a homicide on the basis of her DNA.

2 Criminalisation of Families

Henry T Greely et al categorised an individual as ‘findable’ using familial
searching if they had a first degree relative whose DNA was stored on the relevant
law enforcement DNA database.” Applying this in the Australian context in 2018,
Felix Ralph calculated that up to five million Australians are ‘findable’ using
familial searching.'” That represents approximately 20% of the total Australian
population,” who are therefore subject to lifelong genetic surveillance. If these
individuals commit an offence and leave a crime scene sample, they will be almost
immediately identifiable using familial searching; whilst the remaining 80% of
the Australian population will not be identifiable in the same circumstances. This
distinction essentially creates two classes: a criminal class who are under constant,
and intergenerational, genetic surveillance; and a non-criminal class who are not
subject to the same level of genetic surveillance.

These separate classes are entirely biologically determined as identifiability
through familial searching relies on the presence of an immediate relative’s
DNA on a law enforcement database. In the US, concerns have been raised that
through familial searching, individuals become the target of investigations, and
indeed become suspects, on the basis entirely of the past criminal behaviour of
their family members."”' Erica Haimes has raised the concern that this appears to
reinforce ‘stereotypes about the “heritability” of criminality’.”” Indeed, placing
individuals under genetic surveillance on the basis of the criminal acts of their
genetic relatives is certainly suggestive of archaic criminological theories of
biological determinism."*® The creation of a ‘criminal’ and a ‘non-criminal’ class
is a highly concerning effect of familial searching, and one which appears almost
impossible to resolve.
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3 Racial Bias: Overrepresentation of Indigenous Australians

The creation of a biologically determined ‘criminal class’ is itself demonstrative
of unwelcome bias, but even further bias is revealed when considering who falls
within this class. Because law enforcement DNA databases, such as the NCIDD,
are primarily comprised of the DNA profiles of arrestees and convicted offenders,
any overrepresentations in the criminal justice and law enforcement systems will
be directly reflected on the databases. In turn, because familial searching relies
entirely on these databases, it not only further reflects, but in fact exacerbates these
overrepresentations and existing injustices. Even proponents of familial searching,
such as Frederick R Bieber, Charles H Brenner and David Lazer, admit that it
undeniably ‘amplifies these existing disparities’ within the criminal justice system.'**

The racial biases produced by familial searching were first considered in the
US context. Because of the differential arrest rates and chronic overrepresentation
of African Americans in the criminal justice system, US law enforcement DNA
databases are expected to include approximately five times more African Americans
than white Americans." Greely et al have calculated that approximately 6.6 million
African Americans will either be on a law enforcement DNA database, or a first-
degree relative of someone on the database (and thus identifiable through familial
searching).”® This represents 17% of the total African American population'’ —
considerably higher than the estimated 4% of the white population who are similarly
‘findable’.”® Where law enforcement DNA databases include those who have
been arrested but not necessarily convicted, this effect is amplified even further. If
a database included only arrestees, DH Kaye and Michael E Smith found that in
some areas of the US, up to 90% of African American males would be included
on the database.” Such a database would, they argue, ‘have the look and feel of a
universal DNA database for black males’.'* This may not be the case with most state
or national law enforcement DNA databases, but the fact that African Americans
are indeed overrepresented on these databases by approximately five times — and
are thus five times more likely to be identifiable using familial searching — is deeply
problematic and a cogent argument against the use of familial searching.

The racialised effects of familial searching have also been analysed in the New
Zealand context. The Law Commission of New Zealand has recognised that due to
their overrepresentation in the criminal justice system, ‘Maori adults are much more
likely to have a close relative on the known person databank’ and will therefore be
impacted by familial searching at a greatly disproportionate rate compared to non-
Maori adults.” The Commission noted calculations that approximately 15% of the
Maori population had a DNA profile on the law enforcement database, compared
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142

with only 3.4% of the non-Maori population.'”” This ratio is comparable to the
racial disparity revealed in the US calculations, suggesting this is an issue likely to
be replicated in all societies with racialised criminal justice systems. Interestingly,
in New Zealand, the argument has been put forward that increased use of familial
searching may in fact breach section 19 of the New Zealand Bill of Rights Act
1990 (NZ), which protects the right to freedom from discrimination on the grounds
of, inter alia, race.'"” While this argument has not gained traction, and familial
searching continues to be applied in New Zealand, it does illustrate the increasing
recognition that familial searching is a deeply flawed identification technique not
only reflective, but actively productive of substantial racial injustice.

Because familial searching has only led to two convictions in Australia thus far,
there is very limited analysis of its racial outcomes here. However, drawing upon
the comprehensive assessments in the US and New Zealand, confident conclusions
can be drawn. Aboriginal and Torres Strait Islanders are overrepresented in
Australia’s criminal justice system: although they make up approximately 2—3% of
the Australian population, they constitute 27% of the national prison population.'*
In fact, the Aboriginal and Torres Strait Islander imprisonment rate — 2,440 per
100,000, is higher than the African American imprisonment rate in the US, at
2,207 per 100,000."* These figures will be directly reflected on the NCIDD, and
therefore directly lead to the identifiability of Aboriginal and Torres Strait Islanders
using familial searching.

Particularly alarming is the fact that 30% of all Aboriginal and Torres Strait
Islander males have come before Corrective Services at some point in their lives.'"
Even if just over half of those males came from different nuclear families, and
assuming that each have an average of five immediate blood relatives — then almost
every Aboriginal and Torres Strait Islander living in Australia will be identifiable
using familial searching and thus subject to lifelong, and intergenerational, genetic
surveillance. Kaye and Smith’s notion of a ‘universal DNA database for black
males’ in certain US jurisdictions could therefore be a reality in Australia in 2023."*
This issue is further exacerbated by the fact that even if the racialised issues of
overrepresentation in the criminal justice system improve going forward, the DNA
samples of arrestees and offenders have been added to the NCIDD since 2001.
The racial biases that existed at that time, and have persisted over the intervening
20 years,' will always be reflected in the NCIDD and will therefore always be
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reflected in familial searching outcomes. Ultimately, Ralph’s suggestion that the
‘question of racialised justice’ could be the ‘strongest argument against’ familial
searching is not only clearly cogent," but is perhaps a conservative estimation of
its fatality to any serious pro-familial searching argument.

E Familial Searching as the Worst-Case Scenario in DNA-based
Offender Identification

As the preceding section has demonstrated, familial searching is a deeply
problematic investigative technique which raises serious concerns about
privacy and consent, creates a biologically determined criminal class subject
to intergenerational genetic surveillance, and not only reflects, but actively
exacerbates existing racial injustices concomitant to the criminal justice system.
Some commentators, such as Erin Murphy, have called for familial searching to
be banned outright, arguing that it represents much of what modern ‘constitutional
and evidentiary rules have long endeavored to counteract’.”” However, whilst it
may be tempting to suggest that simply preventing the use of familial searching
would avoid the injustices it produces, it is abundantly clear that familial searching
is an emerging and expanding technique, and its use is likely to increase.

Familial searching has now been used in hundreds of cases in the UK,"* and
over 100 familial searches have been conducted in New Zealand.'” It has also been
used in several US jurisdictions," including for increasingly minor offences, such
as car break-ins," although this is not without controversy as policies generally
indicate its use should be reserved only for serious offences."** The fact that familial
searching has been consistently applied over the course of almost 20 years, led to
numerous convictions, and been unsuccessfully challenged in other common law
jurisdictions,"” suggests that it is very unlikely that Australia will ban or cease the
use of familial searching. This is especially the case now that familial searching
has led to two convictions in separate Australian jurisdictions — for rape in South
Australia and homicide in Queensland — with the judge in the former praising the
DNA evidence presented. Furthermore, the NCIDD is consistently expanding — by
66.9% between 2010 and 2016, for example'” — and in 2018 it was announced that
a new program was being integrated into the NCIDD with the express purpose
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of allowing familial searching in Australia to become ‘more coordinated and
standardized’."”

These developments are all indicative of an intended expansion of familial
searching in Australia. In 2019, Damien Abarno et al explicitly called for familial
searching to be used earlier in the criminal investigation process, in order to
minimise the resource-intensive police work generally conducted prior to a DNA
database search being conducted.'® Of course, the benefits of familial searching do
need to be recognised: not only could it save considerable time and resources,'
but by identifying offenders who would otherwise not be linked to the crime and
almost certainly never be identified, familial searching can achieve justice for
victims and keep the community safe.

However, the substantial limitations of familial searching make its ongoing use
clearly problematic. Most of the issues that have been discussed, from informed
consent, to the creation of a criminal class, to the exacerbation of racial biases,
arise out of the fact that familial searching is inherently limited to law enforcement
DNA databases, and therefore targets the relatives of criminals. If the same process
was to be applied, for example, to a universal database, then many of these concerns
would immediately subside.

Indeed, several legal commentators and academics have suggested that the
creation of a universal DNA database is a necessary step. Murphy argues that if
the benefits of DNA identification are considered to outweigh the negatives, then a
national, universal DNA database is the ‘equitable and optimal route’.'* Kaye and
Smith have strongly advocated for a universal DNA database, arguing that it would
advance ‘both public safety and racial evenhandedness in the criminal justice
system’.'® Indeed, Greely et al have suggested that a universal DNA database is the
only way to avoid racialised justice.'” There is substantial merit in these arguments:
for as long as the criminal justice system is affected by racial injustice, so too
will familial searching be affected. However, as these commentators recognise,
a universal DNA database is extremely unlikely to be established, primarily on
social and political grounds.'*

If a universal database is not the answer, what is? There is an emerging solution
which has not yet been comprehensively considered in the literature, and which
this article explores in Part III: the complementary application of investigative
genetic genealogy.

159 Damien Abarno et al, ‘The First Australian Conviction Resulting from a Familial Search’ (2019) 51(1)
Australian Journal of Forensic Sciences 56, 59.
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III INVESTIGATIVE GENETIC GENEALOGY

A The Science and How It Works

IGG aims to discover the identity of a crime scene sample by applying genetic
genealogy, which combines DNA data with traditional genealogical research
(based primarily on civil records such as birth, marriage and death certificates) to
form likely conclusions about familial relationships. Unlike DNA profiling and
familial searching, which utilise short tandem repeats, genetic genealogy examines
the hundreds of thousands of single nucleotide polymorphisms (‘SNPs’)'* of the
autosome.'” Two individuals are likely to be genetically related if they share a
certain number of SNPs. Further precision is provided by an analysis of the length
of the shared DNA segments between two individuals. Closer relatives share longer
stretches of DNA, and these strands of DNA go through a process of recombination
and get broken up in each new generation.'® The length of the DNA segments
shared between two individuals can suggest how many generations between each
individual and their most recent common ancestor, and therefore how closely they
are likely to be related.'”

In an impressive citizen science project, Blaine T Bettinger’s ‘Shared cM
Project’ has collected over 60,000 submissions from amateur genetic genealogists
setting out the amount of shared centimorgans'™ between individuals whose
biological relationship to each other is known with certainty."”" These submissions
have been aggregated and the resulting data can be used to estimate the degree
of relativity between two genetically connected individuals. For example, first
cousins share on average 866 centimorgans with each other; second cousins
share an average of 229 centimorgans; and third cousins share an average of 73
centimorgans.'” The number of shared centimorgans decreases as the degree of
relativity becomes more distant.
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Encyclopaedia Britannica (online at 18 November 2022) Genetics & Evolution, ‘Single Nucleotide
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Figure 2: Bettinger’s relationship chart demonstrating the expected amounts of shared centimorgans for different genetic relationships.™
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Because of the disparate rates of recombination in each generation — and
indeed in each individual (siblings inherit different segments of DNA from their
parents)"” — the likely degree of relativity is best expressed in relationship ranges.'”
This enables researchers to estimate how different matches might be related to the
crime scene sample. For example, if the target sample had a match who shared
800 centimorgans, it would be clear that this is a fairly close genetic relative.
The range of relativity for such a match means they could be a first cousin, a
first cousin once removed, a half first cousin, a great-aunt, or a half nephew. The
precise relationship will then have to be determined through the use of traditional
genealogical research.

The relative ease of genetic genealogy, especially at the more immediate
levels of familial connection,” has no doubt contributed to its development into
a substantial leisure market in recent years. By February 2019, it was estimated
that over 26 million people worldwide had taken a direct-to-consumer genetic test,
primarily for the purposes of genealogy and leisure."”” Participant rates are growing
rapidly.'”™ Consumers provide a DNA sample to a genetic genealogy testing
company, generally through spittle or swab, and within several months receive
their results, which include a list of genetic matches and how many centimorgans
they share. The leading testing companies are AncestryDNA (which has tested
around 15 million people), 23andMe (over 10 million people), MyHeritage (2.5
million people), and FamilyTreeDNA (‘FTDNA’) (around 2 million people).'”

However, out of these testing companies, only FTDNA allows law enforcement
access to its database, and this access is qualified on the basis of police providing
‘legal documentation’ and FTDNA providing written permission.”™ A further
database of importance to IGG is GEDmatch. GEDmatch is not a testing company,
but instead a hosting service where amateur genealogists can upload their raw
DNA data obtained from one of the testing companies. The purpose is to develop
a common database allowing connections to be made between individuals who
tested with different testing companies, and therefore would not otherwise be able
to compare their DNA."" GEDmatch now has over 1.3 million DNA profiles, all

174  Greely et al (n 24) 253.
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Leads in Violent Crimes’ (2019) 301 (August) Forensic Science International 107, 108 <https://doi.
org/10.1016/j.forsciint.2019.05.016>.
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or Not’ (2018) 19(1) Genome Biology 120, 120 <https://doi.org/10.1186/s13059-018-1506-1>.

179 Kennett (n 175) 109.
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uploaded by its users.”™ This database is growing by several thousand profiles
per day, with the expectation of reaching 3 million profiles within a couple of
years."” In December 2019, it was reported that GEDmatch had been purchased by
Verogen, a forensic genetics company, which announced its intention to develop
a new version of GEDmatch which will not only connect family members, but
will proactively have ‘solving crimes’ as its focus.'™ Verogen CEO Brett Williams
described GEDmatch users as ‘molecular eyewitnesses’.'®

The power of GEDmatch for law enforcement is that it provides an entirely
new database of DNA profiles for crime scene comparisons to be made. Instead
of being restricted to the national law enforcement DNA database — confined
to those who have been arrested or committed an offence and their immediate
relatives — this provides a much broader genetic coverage of society. Because IGG
is based on autosomal DNA analysis, it is not restricted to the identification of
immediate relatives.”® The crime scene sample which is uploaded to the database
may only return matches indicative of third or fourth (or even more distant) cousin
relationships. However, using genetic genealogy techniques such as triangulation
(where several matches to the one profile are linked based on their own shared
DNA, suggesting a common ancestor between them),"” and traditional genealogy
techniques, it may be possible to identify the unknown offender on the basis of
these distant relationships.

The result is that an individual can be identified using IGG even if neither
they nor any of their close family have ever submitted a DNA sample. This
expansive coverage of IGG is one of its most significant assets to investigators.
Yaniv Erlich et al analysed a dataset of 1.28 million individuals who had tested
with MyHeritage, to determine the rate at which viable matches are returned.'
Focusing on profiles belonging to those of European descent, the researchers found
that nearly 60% of profiles return a match sharing 100 centimorgans or more."”
Returning to Bettinger’s chart (Figure 2), this is likely to be in the range of a second
cousin once or twice removed, and will usually be a third cousin or closer.'” This
is a sufficiently close relationship for investigators to use traditional genealogical
techniques to build a family tree and identify potential suspects. Furthermore, 15%

182 Jane Tiller, ‘If You’ve Given Your DNA to a DNA Database, US Police May Now Have Access to It’, The
Conversation (online, 13 November 2019) <https://theconversation.com/if-youve-given-your-dna-to-a-
dna-database-us-police-may-now-have-access-to-it-126680>.

183 Callaway (n 6) 316.

184 Adam Vaughan, ‘DNA Site GEDmatch Sold to Firm Helping US Police Solve Crime’, New Scientist
(online, 10 December 2019) <https://www.newscientist.com/article/2226791-dna-site-gedmatch-sold-
to-firm-helping-us-police-solve-crime/#:~:text=More%20than%201.2%20million%20people,attacks%20
on%?20users’%20genetic%20data.>.
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of the profiles had at least one match which shared over 300 centimorgans,”' which
is more likely to be a second cousin or even closer relative."”

Itis when this data is aggregated that the true scope of IGG becomes clear. Erlich
et al concluded that based on these match rates, a database that contained just 2%
of American adults of European descent would allow for 99% of that population
to match at least one third cousin, and 65% of that population to match at least one
second cousin.” Ultimately, this level of matching, combined with genealogical
investigation, would allow approximately 90% of European-descended adults to
be identified through IGG." The practical result is that if a crime scene sample of
an unidentified offender belongs to an adult of European descent, then this sample
can be added by investigators to a genetic genealogy database such as GEDmatch,
and in 90% of cases, there will be sufficient matches for investigators to identify
the assailant.

B Pioneering Use in the United States

With such promising statistics, it is not surprising that IGG is now being
applied in criminal investigations across the US. The first conviction achieved
through IGG following a not guilty plea was achieved in June 2019, when a jury in
Snohomish County, Washington found William Earl Talbott II guilty of murdering
a young Canadian couple travelling in Washington in 1987." The case had long
been considered cold, as although a viable crime scene sample was obtained, it
did not produce any matches in the relevant law enforcement DNA databases."*
Approximately 30 years after the murders, investigators uploaded the crime scene
sample to GEDmatch. There were two matches of particular interest, Match A
and Match B, and they shared an amount of centimorgans suggesting they were
each second cousins of the unidentified offender."”” As Bettinger’s chart (Figure 2)
indicates, second cousins share great-grandparents. As Match A and Match B did
not match each other"”® (GEDmatch allows a comparison to determine if multiple
matches share DNA with each other),”” this suggested they were related to the
unidentified offender on different branches of his family tree.

Investigators researched each of these two matches’ family trees back several
generations, to first identify their great-grandparents, and then to research the
descendants of these great-grandparents and try to establish a connection. They
discovered that Match A’s great-grandparents had a son who married Match B’s
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great-grandparents’ granddaughter.”” This would mean that if this couple had
a child, they would be first cousins once removed with Match A, and second
cousins with Match B. This child would therefore very likely be the unidentified
offender who left the crime scene sample: this would explain why he matches both
Match A and Match B, who are unrelated to each other. Researchers completed
traditional descendancy genealogy, tracing all the descendants of the two sets of
great-grandparents, to confirm that there were no other marriages or relationships
connecting the otherwise unrelated families of Match A and Match B.*" Having
established that there were not, the couple’s only son,”” William Earl Talbott II,
was confirmed to be the only known male who could be carrying the mixture of
DNA held on the crime scene sample.””

Police investigated Talbott and obtained DNA from a cup he discarded.” As is
the case in Australia, in the US, law enforcement use of ‘abandoned’ or ‘discarded’
genetic material is subject to minimal regulation.’” In this instance, Talbott’s DNA
from his discarded cup proved to be a direct match to the crime scene sample.””
Talbott’s resulting conviction was celebrated as he had no known connection to the
victims, no relevant criminal history, and had absolutely ‘no reason to have been
on the investigators’ radar’.”” The murder of the young Canadian couple would
almost certainly never have been solved without IGG.

The most publicised application of IGG was in the investigation into the
infamous Golden State Killer who committed 13 known murders, including that
of Brian and Katie Maggiore, and almost 50 rapes across California between 1975
and 1986.” The offences were particularly violent, with the assailant screaming
the name ‘Bonnie’ during many of the attacks.*” Many members of California
law enforcement were noted to have continued working on the case even long
after retirement.”® Although there were viable crime scene DNA samples, they did
not produce any matches on the relevant law enforcement DNA databases.”' In
January 2018, investigators uploaded the crime scene sample to GEDmatch. There
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were several third cousin matches,”” which it should be recalled can be expected
in 99% of cases of American adults with European descent. This requires a greater
level of traditional genealogical research, as the genetic link is likely derived from
shared great-great-grandparents.

Having traced the relevant family trees, investigators originally suspected an
elderly man living in an Oregon nursing home, and his daughter volunteered to
provide a DNA sample.”” Her sample did partially match the crime scene sample
— proving the investigators were focusing on the right family — but did not match
the crime scene sample at a parent-child level.”* Therefore, the Oregon retiree
could not be the Golden State Killer. Christi J Guerrini et al have criticised this
series of events, noting the ‘enormous emotional and reputational impacts on those
thrust unfairly into the investigative spotlight’.”"* Ultimately, the Oregon retiree’s
daughter’s DNA suggested that her father was in fact a second cousin of the Golden
State Killer. This allowed investigators to identify Joseph James DeAngelo as a
key suspect. The Sacramento Sheriff’s Department posed as rubbish collectors
using an empty truck, and collected DeAngelo’s rubbish from the bin he placed on
the street for collection® (an act considered to constitute ‘discarding’ the genetic
material obtainable from the rubbish).””” The DNA profile was a direct match to
the Golden State Killer’s crime scene sample. DeAngelo, who had been a police
officer in California during the earlier offences,”* and had once been engaged to a
woman named Bonnie,”” pleaded guilty to multiple counts of murder and rape on
29 June 2020.” In August 2020, he was sentenced to life imprisonment.”" As with
Talbott, there was nothing other than the IGG identification linking DeAngelo to
the offences, and he would almost certainly have never been identified but for IGG.

State of Washington v Talbott (‘Talbott’)” and People of California v
DedAngelo (‘DeAngelo’ )™ represent amongst the first criminal convictions derived
from an application of IGG in the US and, as far as has been publicly revealed,
internationally. As of late 2020, new arrests on the basis of IGG (and in particular

212 Rev Transcription (n 210) 26:47.

213 Christi J Guerrini et al, ‘Should Police Have Access to Genetic Genealogy Databases? Capturing the
Golden State Killer and Other Criminals Using a Controversial New Forensic Technique’ (2018) 16(10)
PLOS Biology €2006906:1-9, 6 <https://doi.org/10.1371/journal.pbio.2006906>.

214  Ibid.

215 Ibid.

216 Rev Transcription (n 210) 28:49.

217 Ibid.

218 Joseph Serna, Richard Winton and Sarah Parvini, ‘As a Young Cop, Golden State Killer Suspect Was
Aloof, Ambitious, “Always Serious™’, Los Angeles Times (online, 1 May 2018) <https://www.latimes.
com/local/lanow/la-me-golden-state-cops-20180501-story.htm1>.

219 Dean Balsamini, ‘Golden State Killer Was Driven by Hatred of Ex-fiancée: Investigator’, New York Post
(online, 28 April 2018) <https://nypost.com/2018/04/28/golden-state-killer-was-driven-by-hatred-of-ex-
flancee-investigator/>.

220 Rev Transcription (n 210) 04:18.

221 Dani Anguiano, ‘Golden State Killer: Joseph DeAngelo Sentenced to Life in Prison’, The Guardian
(online, 22 August 2020) <https://www.theguardian.com/us-news/2020/aug/2 1/golden-state-killer-joseph-
deangelo-to-be-sentenced-to-life-in-prison>.

222 Talbott (n 195).

223 DeAngelo (n 208).



492 UNSW Law Journal Volume 46(2)

GEDmatch and FTDNA searches) in the US were being reported frequently, often
at the rate of several arrests per week.” Many of these arrestees are now awaiting
trial. Some have now been convicted. The use of IGG in the US will likely continue
to grow, especially as database sizes consistently increase, and as the genealogical
processes are streamlined. During an investigation into the 1988 rape and murder
of an eight-year-old Indiana girl, genetic genealogist CeCe Moore applied IGG.
Having uploaded the crime scene sample to GEDmatch, it took Moore just 16
hours of traditional genealogical work to identify two Indiana brothers, one of
whom would almost certainly be the killer.”” Police focused on one of the brothers,
John Dale Miller, and obtained discarded DNA which proved to be a direct match
to the crime scene sample.” Miller pleaded guilty in December 2018.”” With IGG
proving so efficient, it is not surprising that its use is now extending beyond the
US. Sweden is one of the latest nations to adopt its use, with Daniel Nyqvist placed
on trial for a 2004 double murder in September 2020, having been identified using
IGG.”? If the gradual international adoption of familial searching is taken as a
precedent, then the use of IGG will no doubt expand throughout the 2020s.

C Ability to Overcome Limitations of Familial Searching

IGG has the ability to directly address the key injustices produced by the
exclusive use of familial searching as explored in Part II. IGG could redress
these limitations without the need to resort to the polar, and arguably unrealistic,
proposals of either banning familial searching outright or the establishment of a
universal DNA database. IGG addresses the limitations of familial searching in
two key ways: first, through its operation, which minimises issues of privacy and
consent; and secondly, through its coverage and demographic reach.
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1 Operation of Investigative Genetic Genealogy: Privacy and Consent

There are of course inherent privacy concerns with any use of DNA. These same
inherent concerns apply equally to IGG as they do to familial searching. However,
some of the issues particular to familial searching are resolved by IGG. In Part II,
the issue of ‘genetic informants’ was raised, with the example of Anneke Bishop
who unknowingly became a ‘genetic informant’ against her brother, who blamed
her for his eventual conviction. This story is likely replicated in almost every case
of familial searching, as it is restricted to identifying first-degree relatives: parents,
children or siblings of the crime scene sample. In each successful case of familial
searching, there is an immediate relative who has non-consensually acted as a
‘genetic informant’.*”

IGG is different: it does not require an immediate relative to match the crime
scene sample. It can be applied effectively even where only very distant relatives
have provided their DNA samples to the genetic genealogy database. This is
illustrated by both Talbott, where the relevant matches were second cousins, and
DeAngelo, where the relevant matches were third cousins. Whilst these individuals
may still be termed ‘genetic informants’, they are unlikely to know the offender in
question. IGG’s reliance on second or third cousins as genetic informants therefore
avoids the serious emotional and psychological impact that familial searching’s
reliance on immediate relatives as genetic informants produces.

It was explained in Part II that those whose DNA samples are stored on law
enforcement DNA databases such as the NCIDD could not have provided informed
consent for familial searching at the time of providing their sample — in most cases,
because the technique simply had not been developed at the time they provided their
sample. IGG responds to this by explicitly requiring all volunteers who provide
their DNA sample to the genetic genealogy database to provide their fully informed
consent for its use by law enforcement for familial searching purposes. This has not
always been the case: users of GEDmatch were not aware that law enforcement had
access to the database until the widely publicised DeAngelo case.™

However, in April 2018 GEDmatch posted an announcement to all users
clearly explaining the ability of law enforcement to access the database.”' Shortly
afterwards, GEDmatch took proactive steps to email all users alerting them of this
use.”” GEDmatch also introduced a consent module, whereby users uploading their
DNA sample to the database could either ‘opt in’ or ‘opt out’ of law enforcement
access to their profile.” Those who ‘opt out’ ensure that their DNA profile will
not come up as a match to a crime scene sample uploaded to the database by law
enforcement agencies. Therefore, at least since May 2018, those who provide their
DNA samples to the genetic genealogy databases utilised by IGG have expressly
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provided their informed consent and proactively chosen to opt in rather than opt
out; in direct contrast to the arrestees and offenders whose DNA profiles are used
for familial searching without any informed consent whatsoever.

2 Coverage of Investigative Genetic Genealogy: Criminalisation of Families
and Racial Justice

In Part II, it was made clear that familial searching is productive of substantial
injustice as its reliance on law enforcement DNA databases means it only covers
those who have immediate relatives in the database: this criminalises particular
families and exacerbates any existing racial biases and issues of overrepresentation
in the criminal justice system. IGG directly addresses these concerns, because the
demographic coverage of genetic genealogy databases is essentially the polar
opposite of the demographic coverage of law enforcement DNA databases.

The typical consumer of genetic genealogy testing services is white and
high income.” Users generally require a certain amount of cultural capital and
discretionary financial capital for leisure expenses (direct-to-consumer genetic
testing generally costs around $100). These demographics directly counteract the
overrepresentation of lower socioeconomic and Aboriginal and Torres Strait Islander
Australians in the NCIDD. Genetic genealogy databases such as GEDmatch are very
strongly overrepresented by those of Northern European descent: indeed, Erlich et al
found that approximately 75% of the 1.28 million direct-to-consumer DNA profiles
held by MyHeritage were of primarily Northern European descent.” Furthermore,
those of Northern European background are 30 times more likely to have a match
sharing above 100 centimorgans than those of an African genetic background.”

In practice, this means that IGG can lead to the identification of unknown
offenders who could never be discovered using familial searching, because they do
not have any criminality in their immediate families. Whilst familial searching is
statistically more likely to lead to the identification of Aboriginal and Torres Strait
Islander Australians, and thus exacerbates existing racial biases, [GG is statistically
more likely to lead to the identification of white Australians of Northern European
descent. These two differences allow IGG to respond to, and directly counteract,
the concerns that familial searching criminalises certain families and perpetuates
racial discrimination.

D Can Investigative Genetic Genealogy Be Implemented in Australia?

1GG offers a novel and comprehensive solution to the serious biases produced
by familial searching in Australia, as well as redressing key privacy and consent
issues raised by familial searching. There is no legislation expressly prohibiting or
regulating the use of IGG. No Australian court has publicly considered its legality,
nor has there been substantial commentary on its likely permissibility. However,
it has recently been reported that the Australian Federal Police, as well as the state
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agencies in NSW and Victoria, have begun receiving assistance from staff of the
US’s Federal Bureau of Investigation to use IGG in investigating cold cases, as
seen in the recent identification of the ‘Bondi Beast’ rapist of the 1980s to early
2000s.*” As federal and state agencies begin attempting to implement IGG, it has
become a matter of urgency to determine whether IGG can indeed be implemented
in Australia, and how this might best be achieved.

Considering existing police powers and practices, there is clear scope for the
application of IGG in Australia. As highlighted above, once investigators have
identified a suspect on the basis of IGG, they need to obtain a DNA sample from
that suspect to test for a direct match. This has typically been achieved covertly.
For example, William Talbott’s DNA was obtained from a cup he discarded in
public, and Joseph DeAngelo’s DNA was obtained from his household rubbish.
Like in the US, law enforcement agencies in Australia have substantial discretion
in their acquisition of DNA samples. Covert acquisition of DNA samples is not
prohibited and is essentially unregulated.”® Taking NSW as an example, it has been
clear since R v Kane (‘Kane’)” that the Crimes (Forensic Procedures) Act 2000
(NSW) does not substantially impede on broad police discretion.” In Kane it was
established that a DNA sample obtained covertly from a cigarette butt discarded by
the suspect, without any interference with the suspect, and which is of significant
probative value, does not constitute a ‘forensic procedure’ for the purposes of the
statutory regime and is therefore not prohibited.”' Kane draws clear parallels with
the covert sample acquisition in 7albott and DeAngelo: 1IGG could be implemented
with minimal change to existing police practices.

However, the ALRC has noted that covert DNA sample acquisition has
essentially arisen as a ‘parallel system’ falling outside the Commonwealth
regulatory framework** (which is nearly identical to the NSW framework),** and
has suggested that Parliament may not have intended for it to be permissible at
all.** Similarly, the NSW Ombudsman has formally recommended, with NSW
Police support, that the State Parliament consider regulating the collection of covert
samples.** These same issues are likely to arise if IGG is implemented in Australia
in the absence of statutory regulation. To avoid protracted debate and eventual
parliamentary review, it would be preferable for clear legislative provisions to
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be proactively introduced to govern IGG. The legislative process will ensure the
implementation of IGG is subject to parliamentary scrutiny, and that public interest
and opinion is taken into account.

Surveys in the US* and UK*’ have consistently demonstrated strong public
support for the use of IGG, although this support is restricted to its application for
solving serious violent offences.”* A similar level of support for the application of
IGG to serious offences was observed by Alexandra R Quinton, Sally F Kelty and
Nathan Scudder, who conducted one of the only surveys to date examining public
support for IGG in Australia.* Approximately 85% of the 438 respondents to the
survey agreed with the application of IGG to cases of sexual assault and homicide.”
Approximately 60% of respondents agreed with the use of IGG to solve cases
of robbery, showing that like in the US and UK, levels of public support for the
implementation of IGG in Australia differs depending on the perceived seriousness of
the crime being solved.” Whilst Quinton, Kelty and Scudder’s survey has provided
a strong foundational analysis of public support for IGG in Australia, the sample size
was quite small and further research is required in this field.

Further, legislating the use of IGG would provide an opportunity to address
remaining concerns relating to privacy and consent. For example, the legislation
could require that law enforcement be restricted to conducting IGG using only
genetic databases that demand informed consent of its users (such as GEDmatch)
and must only access DNA match lists of users who have indeed provided their
informed consent. Existing police policies governing familial searching, as explored
in Part I, could be used as a general blueprint: the use of IGG could be restricted to
‘the most serious’ offences, and only where all other reasonable investigative leads
have been exhausted. Borrowing from the regulations governing IGG in Sacramento
County, where the Golden State Killer was identified, a further restriction may
be that there are ‘critical public safety implications’ demanding the offender be
identified.” This would align well with existing evidentiary considerations in the
Australian statutory framework, such as the desirability of admitting the evidence,
its probative value, and the nature of the offence.”” Ultimately, there is no existing
prohibition on the use of IGG in Australia, and it could likely be implemented with
minimal change to existing police practices and policies.

In late 2022, police investigating the 1982 cold case murder of Eddie Crabbe
in Queensland revealed that they were attempting to employ IGG to identify the
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killer** As of November 2022, police had identified 15,000 individuals who may
be genetic relatives of the unknown Kkiller, and investigations were ongoing.”
Although Queensland law enforcement have not had the same immediate success
as seen in other jurisdictions, it is promising that they have demonstrated their
willingness to employ IGG. This recent adoption of IGG also reveals the urgency
behind the above calls for considered legislative and regulatory action.

IV . CONCLUSION

In late August 2020, a feeble Joseph DeAngelo was wheeled out of Sacramento
Superior Court to begin his life sentence. After 42 years, justice was finally
achieved for Brian and Katie Maggiore, and DeAngelo’s many other victims. Yet
this powerful, cutting-edge technique has not yet been implemented in Australia.
As this article has demonstrated, this is not merely a case of Australia being slow
in the uptake of new investigative tools: this is a case of Australia falling rapidly
behind best practice and maintaining the worst-case scenario as the status quo.

In Part 11, it was shown that familial searching extended upon DNA profiling
and has been a lynchpin of criminal investigations in the UK and New Zealand for
over 15 years. Whilst not expressly legislated for, familial searching is permissible
in Australia and has now led to criminal convictions. Although its application has
led to the identification and conviction of dangerous offenders, the use of familial
searching in Australia should not be celebrated. The creation of genetic informants
within suspects’ immediate families, the lack of informed consent, the creation of a
biologically determined criminal class subject to intergenerational surveillance, the
exacerbation and production of racial biases — these limitations make the ongoing
application of familial searching in Australia an affront to our basic concepts of
justice and equity.

What is the solution? Suggestions already promulgated include banning
familial searching or introducing a universal DNA database. Both appear idealistic
and implausible. There is a much more practical solution. This is IGG — a technique
which is not only efficacious, but which directly redresses the key limitations of
familial searching. There is no prohibition on the use of IGG in Australia, and its
practical application can be achieved in line with existing and well-established
police practices. The first international conviction on the basis of IGG was in
June 2019. This is Australia’s chance to be, for once, on the cutting edge of DNA
identification in criminal investigations. Whether IGG is introduced through quiet
adaptation of existing policing practices — which appears to have begun in late
2022, or through more formal legislative processes — as this article recommends —
one thing is clear: Australia simply cannot afford to be 15 years behind yet again.
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